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Abstract
The rapid development of information technology can make it easier for anyone to
obtain, process, and disseminate various information systems. Information system
security is an important aspect in maintaining information confidentiality. One way
to maintain the security of information systems is by conducting risk management.
The goal of risk management is to control and lessen the likelihood of risks that could
jeopardize information system security. This research aims to carry out a risk man-
agement process in one of the government agencies in Indonesia by controlling mit-
igation that refers to ISO / IEC 27001: 2022. Data collection in this study was carried
out by means of observation, interviews, and Forum Group Discussion (FGD). The
results of this study were the discovery of 15 risks, 50 risk threats, and 15 impacts
caused by the risk. This research resulted in 42% of the risks falling into a moderate
impact.

Keywords: Information System; Information System Security; Risk; Risk Management;

ISO/IEC 27001:2022.

Introduction

Information technology has a significant impact on every aspect of life in the 4.0
era, including government, education, health, and the economy. It is because almost every
activity today relies heavily on information technology. Humans can create, process,
distribute, and retrieve information more efficiently because of information technology.
Information should be very easy to obtain, process, and distribute for everyone given the
speed at which information technology develops. For this reason, all parties need to
maintain the confidentiality of information security. The term "information security" refers
to a group of policies and tools that businesses and other organizations use to protect their
personal information from unauthorized access, alteration, disruption, and destruction by
careless individuals.

There was malicious code and viruses infected 55.51% of computers during 2016
and are likely to be a risk for many organizations. A risk caused by human error
compromising the information security of an organization can be reduced with the help of
an ideal or strong information security culture, which in turn can limit incidents or data
breaches. One of the most important aspects of the perfect information security culture is
an informed and aware workforce that demonstrates diligent and considerate behaviour to
adhere to management-directed policies.
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Figure 1. Information Security Incident at XYZ Directorate in 2022

Threats to an information system can threaten anyone and anywhere, including
threatening government agencies in Indonesia. The ABC Ministry, especially in the XYZ
directorate, is one of the government agencies in Indonesia which during 2022 had at least
65 hostnames used in their business processes indicated by malware. Malicious software
(Malware) is any software that maliciously attacks other software, where an observable
attack means causing behavior that is actually different from the intended behavior.
Malware is constantly growing at a startling rate. Malware is constantly growing at a
startling rate. Certain malwares have the ability to conceal themselves inside the system
through various means.

In the same year, the XYZ directorate also identified a ransomware attack. The most
dangerous cyberattack in the world is ransomware. Ransomware locks devices used by
users screens or encrypts their files to prevent users from accessing their devices. Until
ransomware is paid, the user's file is encrypted. Even after it is removed, the impact of this
kind of cyberattack is hard to reverse without the perpetrator's assistance. A total of 36
ransomware attacks hit the XYZ directorate. The attack is the trigona variant of
ransomware. Trigona is a ransomware attack that encrypts files and adds the ". locked"
extension to the file name. Then, the irresponsible party also usually includes a
"how to decrypt.hta" file that contains a ransom note.

In maintaining information security, an organization performs a process commonly
referred to as risk management. The term "risk management" refers to a coordinated set of
actions used to guide and govern an organization regarding risk. An organization faces
risks in all its operations. To manage risks, an organization must first identify them, analyze
them, and determine whether risk treatment is necessary to meet the organization's risk
criteria.

Based on the problems that exist in the background above, the researcher initiated
a study on risk management on the application system used in the XYZ directorate. The
goal of this study is to implement risk management procedures, starting from risk
identification, risk analysis, risk evaluation, and providing recommendations for
information system security controls referring to ISO/IEC 27001: 2022.

Research Methods

This study is a qualitative type of research. The data collected was done by
observation and interview. Researchers conducted interviews with PICs in 5 sub-
directorates under the IT team of the XYZ directorate. This research was conducted from
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September 2023 - February 2024. The location of this research was carried out at the XYZ
Directorate, Ministry of ABC.
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Figure 2: Research Stage

Based on figure 2, the first research stage is the problem analysis stage. At this
stage, researchers conducted interviews with relevant sources regarding the problems that
exist in the XYZ directorate. From the results of these interviews, it is known that at least
65 hostnames were used in the business operations of the XYZ directorate in 2022, as
indicated by the malware. The XYZ directorate also encountered a ransomware attack that
year. Directorate XYZ was the target of a total of 36 ransomware attacks. The ransomware
used in the attacks was the trigona variant.

Then, the second research stage is a literature study. At this stage, researchers
searched for theories related to this research. Then, in order to find references and learn
what could be learned, researchers searched through journals and completed risk
management-related works. The third stage of this research is the stage where researchers
carry out PDCA cycle activities related to risk management. This PDCA cycle can be
described as:
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Analyze Risks
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Figure 3. PDCA Cycle
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Then the last stage is the stage of making conclusions. At this stage, a conclusion
is made on the research that has been carried out by the researcher. The result of this
research will be given to the campus and the XYZ Directorate

Results And Discussion
Define Risk Matrix

In this study, researchers used a 5x5 risk matrix that refers to previous research
conducted by [25]. Based on table 2, this risk matrix has 5 levels of impact (very low, low,
medium, large, and very large) resulting from the risks that arise at the XYZ Directorate.
Then, this matrix also contains 5 levels of possibility (very rarely occurs, rarely occurs,
occasionally, often occurs, and very often happens) of the emergence of a risk at the XYZ
Directorate.

The risk likelihood level is divided into 5 levels. The Decree of the Minister of
ABC of the Republic of Indonesia Number 105/KMK.01/2022 concerning Guidelines for
the Implementation of Risk Management of the Ministry of ABC is the basis for these five
possible outcomes. In determining the level of possibility, a qualitative and quantitative
approach is used based on observational data on risk events, risk causes and involves the
judgment of the head of the Risk Owner Unit (UPR) based on experience and careful
consideration.

Table 1. The Criteria of Vulnerability Level

Vulnerability
Level Number of Frequency
Very Rarely < 2 times in the last 12
Occurs
I months
Rarely Occurs 2 times - 5 times in the last
2 12 months
Occasionally 6 times - 9 times in the last
3 12 months
10 times - 12 times in the
Often Occurs last 12 months
N ; 3
Very Often Oceurs 12 times in the last 12

months

Based on table 1, the level of impact of risk occurrence is divided into 5 levels.
These five levels of impact are based on the Decree of the Minister of ABC of the Republic
of Indonesia Number 105/KMK.01/2022 concerning Guidelines for the Implementation of
Risk Management of the Ministry of ABC.

Table 2. The Criteria of Impact Level
Impact Impact Area
Level Fraud Operational Reputation

1) The number of complaints
verbally (can be documented) /

< 25% of daily written to the organization amounts
Very Rpl - Rpl0O service to 1 - 10 complaints
Low Million operating 2) The level of stakeholder / investor
hours trust is very good

3) The level of satisfaction of service
users is 4.25 to 5 (scale 5)
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1) The number of grievances
verbally (can be documented) /

25% - 49% of written to the organization amounts
Low Rp10 Million - daily  service to >10 grievances
Rp100 Million operating 2) The level of stakeholder / investor
hours trust is good
3) Service user satisfaction level of 4
to 4.24 (scale 5)
1) Massive negative coverage on
social media sourced from non-
50% - 74% of opinion leaders
. . . 2) Negative coverage in local mass
Medium Rp100 M.ﬂhon daily _ service media
- Rpl Billion ;)lperatmg 3) Moderate level of stakeholder /
ours investor confidence
4) Service user satisfaction level of
3.75 t0 3.99 (scale 5)
1) Massive negative coverage on
social media sourced from opinion
75% - 89% of  leaders o
o . . 2) Negative coverage in national
High Rpl B1.111.0n - daily _ service mass media
Rp10 Billion ;)lperatmg 3) Low level of stakeholder / investor
ours confidence
4) Service user satisfaction level of
3.5 to 3.74 (scale 5)
1) Negative coverage in international
> 89%% of mass media
Very > Rp10 Billion daily  service 2) Very low level of stakeholder /
High operating investor confidence
hours 3) Service user satisfaction level of <

3.5 (scale 5)

In determining the level of possibility, a qualitative and quantitative approach is
used based on observational data on risk events, risk causes and involves the consideration
of the Risk Owner Unit (UPR) leadership based on experience and careful consideration.
Based on table 4, the impact area caused by the risk is divided into 3 areas. Each impact
area has 5 levels of impact based on agreed criteria.

At this stage, the XYZ directorate handled the risk identification procedure.
Researchers identify the risk ID, risk description, risk threat, impact that the risk will cause,
and the risk's category during the risk identification stage. Researchers obtained up to 15
identified risks, 15 different types of impacts resulting from the emergence of risks, and
three different types of risk categories from the results of this risk identification process.

In this process, the risk analysis is carried out at the XYZ Directorate. At the risk
analysis stage, researchers analyzed the determination of the level of likelihood of a risk
and its explanation. Then, researchers also analyzed the level of impact caused by the
existence of a risk along with its explanation. Then, the researchers also determined the
value of the risk magnitude caused by the emergence of risks at the XYZ Directorate. The
risk magnitude is obtained from the results of cross-multiplication in the risk matrix
between the likelihood level and the impact level.

After obtaining the results of the risk analysis, the division of the impact area
category is carried out based on the risk level that has been obtained. Referring to the risk
matrix, the risk level is obtained from the result of multiplying the likelihood level
multiplied by the impact level. Based on the risk matrix that has been used, it can be seen
that each level of risk has a category based on the impact area, such as:
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Risk level 1 - 2 = very low, Risk level 3-6 = low, Risk level 8§ - 12 = medium, Risk
level 15 - 16 = high, Risk level 20-25 = very large

Then, after categorizing the impact area, calculations can be made to determine the
percentage of the number of each impact area that has been found, namely:

Very low impact area = 0, Low impact area = 19, Medium impact area = 21, High
impact area = 10, Very high impact area = 0

In calculating the percentage of the amount of each risk level, researchers used the

following formula:
Number of risk level findings

x 100%

Total sum of all risk levels

Risk Levels  yery Low Very High
High 0% 0%
20%
Low
38%
Medium

42%
= Very Low = Low = Medium = High = Very High

Figure 4. Percentage Total Risk Level
Based on Figure 4, the percentage of each risk level can be calculated as follows:
1. Very low risk level: 0/50 x 100% = 0%
Low risk level: 19/50 x 100% = 38%
Medium risk level: 21/50 x 100% = 42%
High risk level: 10/50 x 100% = 20%
Very high risk level: 0/50 x 100% = 0%

In the process of risk identification and risk analysis, researchers have found many
risks along with threats, impacts, likelihood levels, impact levels, and the risk level itself.
In this process, researchers conducted a process that aims to determine what mitigation is
needed from each risk, the necessary control system, and also provide residual risk
expectations. In determining risk mitigation, researchers refer to the theory from [15] which
categorizes risk mitigation into:

Reduce, This mitigation reduces or mitigates the risk by utilizing various controls.
Transfer, The company can transfer the risk to another party. Acceptance, The organization
can take the identified risk. Avoidance, Avoiding a risk means choosing not to take it.

TIENEVRN

Mapping ISO/IEC 27001:2022 Control

After the researchers conducted a risk evaluation, in this process the researchers
determined or mapped the risk controls used against the risk control system strategy. The
controls used are controls in ISO / IEC 27001: 2022 with the following description:

Table 3. Mapping ISO/IEC 27001:2022

Risk . Mitigation
ID Risk Decisions

ISO 27001:2022 Control
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1.1

Low knowledge of
information
security
employees

among

Reduce

Analysis of Risk Management Information System Applications Using Iso/lec
27001:2022

5.1 The information security policy
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.24 Information security incident
management planning and preparation
6.8 Information security incident
reporting

8.7 Malware protection
8.12 Preventing information leaks
8.19 Software installation on operating
systems

1.2

Low knowledge of
information
security
employees

among

Reduce

5.1 The information security policy
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.24 Information security incident
management planning and preparation
6.8 Information security incident
reporting

8.7 Malware protection
8.12 Preventing information leaks
8.19 Software installation on operating
systems

1.3

Low knowledge of
information
security
employees

among

Reduce

5.1 The information security policy
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.24 Information security incident
management planning and preparation
6.8 Information security incident
reporting

8.7 Malware protection
8.12 Preventing information leaks
8.19 Software installation on operating
systems

2.1

Internal
Compliance Task
Implementation
Evaluation Score
Below Target

Reduce

5.1 Policy for Information Security
5.2 Positions and duties in information
security

5.3 Distinctive Task Assignment
54 The duty of management
5.21 Information and communication
technology (ICT) supply chain
management of information security
5.24. Information security incident

preparation and management
5.30 Business continuity through ICT
preparedness

6.3 Awareness, instruction, and
training related to information security

18378
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2.2 Internal Reduce 5.1 Policy for Information Security
Compliance Task 5.2 Positions and duties in information
Implementation security
Evaluation Score 5.3 Distinctive Task Assignment
Below Target 54 The duty of management

5.21 Information and communication
technology (ICT) supply chain
management of information security
5.24. Information security incident
preparation and management
5.30 Business continuity through ICT
preparedness

6.3 Awareness, instruction, and
training related to information security

23 Internal Reduce 5.1 Policy for Information Security
Compliance Task 5.2 Positions and duties in information
Implementation security
Evaluation Score 5.3 Distinctive Task Assignment
Below Target 54 The duty of management

5.21 Information and communication
technology (ICT) supply chain
management of information security
5.24. Information security incident
preparation and management
5.30 Business continuity through ICT
preparedness

6.3 Awareness, instruction, and
training related to information security

3.1 Digitalization  of Reduce 5.1 The policy regarding information
State Financial security
Management Not 5.2 Positions and duties in information
on Target security

5.4 Accountabilities in management
5.8 Data protection in project
administration

32 Digitalization  of Reduce 5.1 The policy regarding information
State Financial security
Management Not 5.2 Positions and duties in information
on Target security

5.4 Accountabilities in management
5.8 Data protection in project
administration

4.1 Directorate XYZ's Acceptance 5.2: Aspects of information security
Open Data roles and duties
Implementation 5.4: Accountabilities in management
Not Implemented 5.5: Interaction with the government

5.21: Information security
management in the supply chain for
information and  communication
technology (ICT)

4.2 Directorate XYZ's Acceptance 5.2: Aspects of information security
Open Data roles and duties
Implementation 5.4: Accountabilities in management
Not Implemented 5.5: Interaction with the government

5.21: Information security
management in the supply chain for
information and  communication
technology (ICT)
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43

Directorate XYZ's
Open Data
Implementation
Not Implemented

Acceptance

5.2: Aspects of information security
roles and duties
5.4: Accountabilities in management
5.5: Interaction with the government
5.21: Information security
management in the supply chain for
information and  communication
technology (ICT)

5.1

Treasury Main
System  Service
Application cannot
be accessed

Acceptance

5.5 Interactions with law enforcement
5.6 Interactions with interest-based
organizations

5.9 List of pertinent data and resources
5.24 Planning and preparation for
information security incident
management

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7. 13 Upkeep of equipment
8.19 Software installation on live
systems

8.20 Security of networks

52

Treasury Main
System  Service
Application cannot
be accessed

Acceptance

5.5 Interactions with law enforcement
5.6 Interactions with interest-based
organizations

5.9 List of pertinent data and resources
5.24 Planning and preparation for
information security incident
management

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7. 13 Upkeep of equipment
8.19 Software installation on live
systems

8.20 Security of networks

53

Treasury Main
System  Service
Application cannot
be accessed

Acceptance

5.5 Interactions with law enforcement
5.6 Interactions with interest-based
organizations

5.9 List of pertinent data and resources
5.24 Planning and preparation for

information security incident
management

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7. 13 Upkeep of equipment
8.19 Software installation on live
systems

8.20 Security of networks

18380
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54 Treasury Main
System  Service
Application cannot
be accessed

Acceptance

5.5 Interactions with law enforcement
5.6 Interactions with interest-based
organizations

5.9 List of pertinent data and resources
5.24 Planning and preparation for
information security incident
management

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7. 13 Upkeep of equipment
8.19 Software installation on live
systems

8.20 Security of networks

5.5 Treasury Main
System  Service
Application cannot
be accessed

Acceptance

5.5 Interactions with law enforcement
5.6 Interactions with interest-based
organizations

5.9 List of pertinent data and resources
5.24 Planning and preparation for
information security incident
management

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7. 13 Upkeep of equipment
8.19 Software installation on live
systems

8.20 Security of networks

6.1 Operationalization
and development
of an obstructed
Finance
Application
System

Acceptance

5.2 Aspects of information security
roles and duties
5.4 Accountabilities for management
5.5 Interaction with law enforcement
5.6 Interaction with interest-based
organizations

5.21 Information security management
in the supply chain for information and
communication technology (ICT)
530 IT preparedness for ongoing
business operations
6.3 Knowledge, instruction, and
training in information security
6.7 Functioning from a distance
7.1 The perimeter of physical security

6.2 Operationalization
and development
of an obstructed
Finance
Application
System

Acceptance

5.2 Aspects of information security
roles and duties
5.4 Accountabilities for management
5.5 Interaction with law enforcement
5.6 Interaction with interest-based
organizations

5.21 Information security management
in the supply chain for information and
communication technology (ICT)
530 IT preparedness for ongoing
business operations
6.3 Knowledge, instruction, and
training in information security
6.7 Functioning from a distance
7.1 The perimeter of physical security
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6.3 Operationalization
and development
of an obstructed
Finance
Application
System

Acceptance

5.2 Aspects of information security
roles and duties
5.4 Accountabilities for management
5.5 Interaction with law enforcement
5.6 Interaction with interest-based
organizations

5.21 Information security management
in the supply chain for information and
communication technology (ICT)
530 IT preparedness for ongoing
business operations
6.3 Knowledge, instruction, and
training in information security
6.7 Functioning from a distance
7.1 The perimeter of physical security

6.4 Operationalization
and development
of an obstructed
Finance
Application
System

Acceptance

5.2 Aspects of information security
roles and duties
5.4 Accountabilities for management
5.5 Interaction with law enforcement
5.6 Interaction with interest-based
organizations

5.21 Information security management
in the supply chain for information and
communication  technology (ICT)
530 IT preparedness for ongoing
business operations
6.3 Knowledge, instruction, and
training in information security
6.7 Functioning from a distance
7.1 The perimeter of physical security

6.5 Operationalization
and development
of an obstructed
Finance
Application
System

Acceptance

5.2 Aspects of information security
roles and duties
5.4 Accountabilities for management
5.5 Interaction with law enforcement
5.6 Interaction with interest-based
organizations

5.21 Information security management
in the supply chain for information and
communication technology (ICT)
530 IT preparedness for ongoing
business operations
6.3 Knowledge, instruction, and
training in information security
6.7 Functioning from a distance
7.1 The perimeter of physical security

7.1 Directorate XYZ
ICT Blueprint
Update Failed

Acceptance

5.1 The policy regarding information

security
5.2 Aspects of information security
roles and duties

5.4 Accountabilities in management
5.21 Information and communication
technology (ICT) supply chain
management of information security
536 Compliance to guidelines,
policies, and standards for information
security

18382
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7.2 Directorate XYZ Acceptance 5.1 The policy regarding information
ICT Blueprint security
Update Failed 5.2 Aspects of information security
roles and duties
5.4 Accountabilities in management
5.21 Information and communication
technology (ICT) supply chain
management of information security
5.36 Respect for rules, regulations, and
information security standards
7.3 Directorate XYZ Acceptance 5.1 The policy regarding information
ICT Blueprint security
Update Failed 5.2 Aspects of information security
roles and duties
5.4 Accountabilities in management
5.21 Information and communication
technology (ICT) supply chain
management of information security
5.36 Respect for rules, regulations, and
information security standards
8.1 Preparation of Acceptance 5.1 The policy regarding information
Treasury and security
Budget System 5.2 Aspects of information security
Development roles and duties
Study Not on 5.4 Accountabilities in management
Target 5.21 Information and communication
technology (ICT) supply chain
management of information security
5.36 Respect for rules, regulations, and
information security standards
8.2 Preparation of Acceptance 5.1 The policy regarding information
Treasury and security
Budget System 5.2 Aspects of information security
Development roles and duties
Study Not on 5.4 Accountabilities in management
Target 5.21 Information and communication
technology (ICT) supply chain
management of information security
5.36 Respect for rules, regulations, and
information security standards
8.3 Preparation of Acceptance 5.1 The policy regarding information
Treasury and security
Budget System 5.2 Aspects of information security
Development roles and duties
Study Not on 5.4 Accountabilities in management
Target 5.21 Information and communication

technology (ICT) supply chain
management of information security
5.36 Respect for rules, regulations, and
information security standards
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9.1

Finishing the ICT
Information
System Not the
intended target

Reduce

5.1 The policy on information security
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

9.2

Finishing the ICT Reduce
Information
System Not the

intended target

5.1 The policy on information security
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

9.3

Finishing the ICT
Information
System Not the
intended target

Reduce

5.1 The policy on information security
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

9.4

Finishing the ICT
Information
System Not the
intended target

Reduce

5.1 The policy on information security
5.2 Aspects of information security
roles and duties
53 Division of labour
5.4 Accountability for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

10.1

Public Satisfaction Reduce
Index score for IT
team services

below target

5.4 Accountabilities for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

10.2

Public Satisfaction Reduce
Index score for IT
team services

below target

5.4 Accountabilities for management
5.21 Information security management
in the supply chain for information and
communications technology (ICT)
5.36 Adherence to information security
guidelines, regulations, and guidelines

18384
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10.3 Public Satisfaction Reduce 5.4 Accountabilities for management
Index score for IT 5.21 Information security management
team services in the supply chain for information and
below target communications technology (ICT)

5.36 Adherence to information security
guidelines, regulations, and guidelines

11.1 Disruption of Acceptance 5.1 Policies for information security
Critical 5.4 Accountabilities for information
Information security
System  Backup 5.29 Data protection in the face of
and Recovery interruptions
process 530 IT preparedness for ongoing

business operations
7.10 Media for storage
8.19 Software installation on live
systems

11.2 Disruption of Acceptance 5.1 Policies for information security
Critical 5.4 Accountabilities for information
Information security
System  Backup 5.29 Data protection in the face of
and Recovery interruptions
process 530 IT preparedness for ongoing

business operations
7.10 Media for storage
8.19 Software installation on live
systems

11.3 Disruption of Acceptance 5.1 Policies for information security
Critical 5.4 Accountabilities for information
Information security
System  Backup 5.29 Data protection in the face of
and Recovery interruptions
process 530 IT preparedness for ongoing

business operations
7.10 Media for storage
8.19 Software installation on live
systems

11.4 Disruption of Acceptance 5.1 Policies for information security
Critical 5.4 Accountabilities for information
Information security
System  Backup 5.29 Data protection in the face of
and Recovery interruptions
process 530 IT preparedness for ongoing

business operations
7.10 Media for storage
8.19 Software installation on live
systems

11.5 Disruption of Acceptance 5.1 Policies for information security

Critical
Information
System  Backup
and Recovery
process

5.4 Accountabilities for information

security

5.29 Data protection in the face of
interruptions

530 IT preparedness for ongoing
business operations
7.10 Media for storage

8.19 Software installation on live
systems
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12.1 Information Reduce 5.1 The policy on information security
leakage caused by 5.2 Aspects of information security
illegal access to roles and duties
Information 5.3 Division of labour
System devices 5.4 Accountability for management

5.8 Security of information in project
management  5.19  Security  of
information in supplier relationships
5.20 Managing security of information
in supplier contracts
5.21 Information security management
in the technology supply chain and

information technology
5.24 Planning and preparation for
information security incident
management

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
535 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks
8.26 Requirements for application

security
12.2 Information Reduce 5.1 The policy on information security
leakage caused by 5.2 Aspects of information security
illegal access to roles and duties
Information 5.3 Division of labour
System devices 5.4 Accountability for management

5.8 Security of information in project
management  5.19  Security  of
information in supplier relationships
5.20 Managing security of information
in supplier contracts
5.21 Information security management
in the technology supply chain and

information technology
5.24 Planning and preparation for
information security incident
management

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
535 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks
8.26 Requirements for application
security
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13.1 Treasury Big Data Acceptance 5.4 Accountability for management
Development Fails 5.5 Interaction with law enforcement
5.6 Interaction with interest-based

organizations

8. Two rights to privileged access
8.3 Information access limitations

13.2 Treasury Big Data Acceptance 5.4 Accountability for management
Development Fails 5.5 Interaction with law enforcement
5.6 Interaction with interest-based

organizations

8. Two rights to privileged access
8.3 Information access limitations

133 Treasury Big Data Acceptance 5.4 Accountability for management
Development Fails 5.5 Interaction with law enforcement
5.6 Interaction with interest-based

organizations

8. Two rights to privileged access
8.3 Information access limitations

14.1 Information Acceptance 5.1 The policy on information security
Security Incidents 5.2 Aspects of information security

Happen Often roles and duties

53 Division of labour

5.4 Accountability for management
5.8 Information security in project
management 5.24 Planning and
preparing for information security
incidents

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
535 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks

8.26 Requirements for application

security
14.2 Information Acceptance 5.1 The policy on information security
Security Incidents 5.2 Aspects of information security
Happen Often roles and duties
53 Division of labour

5.4 Accountability for management
5.8 Information security in project
management 5.24 Planning and
preparing for information security
incidents

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
535 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks
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8.26 Requirements for application
security
14.3 Information Acceptance 5.1 The policy on information security
Security Incidents 5.2 Aspects of information security
Happen Often roles and duties
53 Division of labour

5.4 Accountability for management
5.8 Information security in project
management 5.24 Planning and
preparing for information security

incidents

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
5.35 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks
8.26 Requirements for application

security
14.4 Information Acceptance 5.1 The policy on information security
Security Incidents 5.2 Aspects of information security
Happen Often roles and duties
53 Division of labour

5.4 Accountability for management
5.8 Information security in project
management 5.24 Planning and
preparing for information security

incidents

5.25 Evaluation and determination of
information security events
5.26 Reaction to incidents involving
information security
5.27 Acquiring knowledge from cyber
security events
5.35 An unbiased assessment of
information security
5.37 Operating Procedures
Documented

8.12 Preventing data leaks
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8.26 Requirements for application

security
15.1 Lack of Competent Reduce 5.1 The policy on information security
Human Resources 5.2 Aspects of information security
to Manage the roles and duties
Main System 5.4 Accountabilities for management

5.14 Transmission of information
6.5 Responsibilities following a job
change or termination

15.2 Lack of Competent Reduce 5.1 The policy on information security
Human Resources 5.2 Roles and responsibilities in
to Manage the information security
Main System 5.4 Accountabilities for management

5.14 Transmission of information
6.5 Responsibilities following a job
change or termination

Conclusion

Based on the findings of studies conducted at Directorate XYZ, Ministry of ABC,
it can be summarized that the scope of risk management for information systems and
technology at the XYZ Directorate encompasses 15 risks, 50 risk threats, 15 types of
impacts, and 3 risk categories. The risk analysis indicates that a significant portion of
identified risks, 21 out of 50, or 42% of the total, have a moderate impact. To address these
risks effectively, the utilization of international standards such as ISO/IEC 27001:2022 is
recommended, as it offers appropriate guidelines for risk reduction and management within
this domain.
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