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Abstract
In recent times, there has been a noticeable surge in the inclination towards the
implementation of network automation solutions. This trend is driven by the objective of
optimizing network availability within the context of hybrid data center networks, which are
becoming increasingly prevalent. Reliability, performance, scalability, and minimal resource
overhead are crucial solution design characteristics that significantly impact the decision-
making process regarding adoption. Recent research has shown that 90% of network outages
happen because of human factors and 69% of respondents manage their network with manual
method. That high human error of up to 90%, occurs when configuring network devices using
manual method. These problems had a negative impact on the functioning of the organization
and were harmful to the user. In this research, we investigate solutions to reduce network
outage that caused human error using network automation using the Python programming
language and multi-threading method. This network automation will reduce configuration
time, eliminate human error, and significantly increase efficiency. The aim of this research is
to investigate the efficacy of network automation using Python and multi-threading to reduce
network outages.The method used in this research is a parallel or multi-tread execution
process method using GNS3 as network simulator. Based on experimental results, the multi-
thread automation approach is significantly faster than both the serial automation method (67
seconds) and the manual method (248 seconds), this method requiring only 41 seconds to
configure all Cisco router devices. If you're looking for speed, look no farther than the multi-
thread automation approach, which is 6 times quicker than the manual method and 3.7 times
quicker than the serial automation approach. The findings of this study have substantial and
immediate implications for the ability of network engineers to speed up the configuration of
networks and lower the rate of human error in doing so.
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Introduction

In 2016, an extensive network outage occurred, affecting millions of customers in
important cities throughout Australia, including Sydney, Brisbane, Melbourne, Adelaide, and
Perth. Telstra, the largest telecommunications provider in Australia, was the company that
experienced the outage. Specifically, a typographical error in a network setup instruction was the
cause of the disruption, which was caused by a technical issue. As a consequence of the
typographical error, a routing loop was created, which created congestion on the network and
finally resulted in the network being down. At around ten o'clock in the morning, Australian
Eastern Standard Time, the power outage began and continued for a number of hours (Smolaks,
2016).

The research conducted by Dimensional Research, titled "Network Complexity, Change,
and Human Factors Are Failing the Business," encompassed a sample size of 315 network
specialists. The results showed that 97% of participants acknowledged that human factors are
responsible for network disruptions, while 74% of respondents indicated that network changes
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can impact their business operations multiple times per year or more. Manual operational methods
exacerbate issues as they give rise to complications. The research indicates a positive correlation
between network complexity and the occurrence of network disruptions. This sentiment has been
conveyed by 59% of the participants in the poll. Furthermore, 69% employ manual operational
methods, such as verifying device setups through the command line interface (CLI) and manually
conducting traceroute activities. In general, network administration may have inefficiencies as a
result of the frequent need for manual checks and monitoring (Veriflow, 2016).

Following the completion of a case study at an e-commerce company, the author made the
discovery that the organization suffered four instances of service interruptions between the years
2019 and 2023. These outages were caused by human error in the process of setting up network
equipment. During the course of the examination, it was discovered that the firm had four
instances of service interruptions that were caused by human error in the configuration of network
equipment. When these disruptions occurred, they had a negative impact on the operations of the
firm and caused clients to experience financial struggles. Devices such as distribution switches
and firewalls, which are necessary for connecting business service server devices to the global
internet network, are among the equipment that are responsible for interference. The approach
that is currently used for network configuration is a manual method, which requires users to
manually input commands or copy and paste commands from a text editor.

One potential solution that may be given is the utilization of a network automation system
in order to reduce the possibility of network outages that are caused by human activities inside
the corporate network. The findings of this study suggest the development of a network
automation system that takes the Python programming language as its foundation and makes use
of the Netmiko library to establish a remote connection to the device. The utilization of multi-
threading or parallel process is suggested as a means of enhancing the speed of the device and
providing a way for the execution of commands. When it comes to the software that simulates
networks, it makes use of GNS3, which is both open source and free.

There are a variety of approaches that may be followed when it comes to automating
networks and systems, and among these many alternatives, Python programming techniques are
becoming an increasingly frequent practice. According to the results of a research that was
conducted to create and test a network automation tool, it is feasible to develop a tool that is based
on Python (Larsson, 2020). In the event that there are several suppliers involved, this is the
situation that arises. There are plans in place to combine virtual network operations and automate
services in order to provide end-to-end quantum encryption (Aguado et al., 2018). These plans
pertain to the provision of quantum encryption. Over the course of the past several years, there
have been significant shifts in both the automation of systems and the distribution of network
services. There are a substantial number of components of the infrastructure, including security,
that need to be automated in order to facilitate their capacity to rapidly adapt to changing
circumstances (Arifin et al., 2019).

This research takes use of automation and the Python programming language in order to
offer unique approaches to the setup of network devices. The objectives of this research are
mentioned above. The amount of time that is spent preparing and maintaining the equipment is
significantly cut down as a result of this (Web Pages and Mobile Apps, 2019). Python
programming is employed for the goal of automating and abstracting network operations. The
standard techniques of configuring network equipment are no longer a feasible alternative since
they require a lot of manual labour and are prone to making mistakes. The expense of employing
additional staff to finish the task is prohibitively high for major firms, which is another reason
why the work cannot be completed. It is anticipated that the current trend of quickly growing the
number of devices that are linked to a network will continue in the foreseeable future.
Consequently, as a result of this, a rising number of firms are turning to automation since it helps
them to achieve the right levels of speed, agility, consistency, and efficiency (Mihaila et al., 2017).
This is an immediate result of the circumstances that have arisen.
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The implementation of network automation through the usage of Python scripts makes it
feasible to configure network devices, most notably Cisco routers. This is made possible by the
development of network automation. When compared to the use of human procedures, the results
reveal that the amount of time required for configuration may be reduced by as much as 99%
when automation is utilized. This is a significant reduction. Furthermore, automation reduces the
risk of human mistake, which results in setup that is both speedier and more precise. This is a
significant advantage (Bouhouras et al., 2010).

Because of the availability of several libraries, such as Paramiko and Netmiko, Python is
utilized in the field of network technology. This is because these libraries make it easy to automate
network setups. To execute certain programmes, it is necessary to include Python libraries in the
programme script and this is a mandatory need (Mazin et al., 2021). A programme written in
Python known as the Paramiko module is capable of performing the functions of both a client and
a server, which enables the establishment of a secure shell connection. Paramiko is able to assist
the setting of some pieces of network equipment, such as routers and Cisco switches, by utilizing
a Secure Shell (SSH) connection. Both of these devices are examples of network equipment. It is
essential for Paramiko to possess the Internet Protocol (IP) address, the Username, and the
Password in order for her to be able to get access to the network device. If all three credentials
are genuine, the Paramiko is able to obtain access to a network device by utilizing the SSH Client
(Nugroho & Pujiarto, 2022). This is done in order to acquire access to the device.

In Python, the Netmiko library is a library that enables SSH connections on many vendors
of network devices, sometimes known as multivendor support. In addition to being a Python
library, the Paramiko library serves as its foundation. On the other hand, Netmiko is not able to
independently determine which device from a certain vendor is being used without the assistance
of the seller. Because it has a function called Connect Handler, Netmiko is more user-friendly
than Paramiko when it comes to connecting to devices that are connected to a network. Using this
capability, the process of establishing connections between Netmiko and assorted devices that are
linked to a network is simplified. It is required for Netmiko to possess information in order for it
to be able to access a network device. This information includes an Internet Protocol (IP) address,
the category of the device, a username, and a password associated with the device. Netmiko is
unable to automatically detect the kind of network device; an example of a network device type
is cisco_ios, which is a router network device that is made by Cisco vendors (Mauboy & Wellem,
2022). Netmiko lacks the capability to automatically determine the type of network device.

Multiple protocols exist for remote access to a router, including Telnet and Secure Socket
Shell (SSH) (Waheed & Ali, 2018). Telnet is an unencrypted protocol that is focused on
transmitting text and does not include any authentication mechanisms (Maurice et al., 2017). A
secure remote login to a computer or server can be achieved through the use of a network protocol
known as the Secure Shell (SSH) protocol (Ylonen et al., 2015). It functions on the standard User
Control Protocol (TCP) port 22, which is referred to as port 22. The usage of popular
cryptographic algorithms, which Port 22 is able to function in a secure manner, may be used to
achieve the task of authenticating users and assuring the safety of communication sessions. Within
the context of this specific scenario, the standard encryption process involves encrypting data
before to its transmission and then decrypting the data once it has arrived at its intended location
(Ayasso & Mohammad-Djafari, 2010). The aim of this research is to investigate the efficacy of
network automation using Python and multi-threading to reduce network outages caused by
human error, decrease configuration time, and enhance efficiency in hybrid data center networks.
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Research Methods

Fig. 1, This diagram depicts the network topology of the automation server, which is
necessary in order to achieve the goals of the study. It is of the utmost importance that the topology
must not solely rely on conventional techniques of network design but rather should also make it
possible to automate the network. It is necessary to configure and validate the topology of the
network before carrying out network testing that is appropriate.

Router 1
192.168.1.1/24
Switch 1

192.168.1.21/24 Remote access via SSH

Router 2
192.168.1.2/24

Network Automation Server
192.168.1.100/24

Router 3
192.168.1.3/24

Router 11
192.168.1.11/24

Figure 1. Server automation topology

The IP address scheme that will be used as the device management IP address that will be
accessible by the network automation server is the private IP address 192.168.1.0/24. This is
shown in the topology picture. A switch management device will be used to establish a connection
between the network device and the network automation server, which is located on the right and
has an IP address of 192.168.1.100. On the right, the switch management device will establish a
connection between the network automation server and eleven routers from the Cisco 7200 series.
These routers will have IP addresses ranging from 192.168.1.1 to 192.168.1.11. Vlan 10 will be
used as a specific vlan for the purpose of managing devices that are connected to this connection.
The network automation server will be able to establish a connection with the router device if this
topology is utilized, as the router device is located inside the same IP address subnet. By utilizing
the Python programming language in conjunction with the Netmiko library, the network
automation server operates on the Linux Ubuntu operating system version 22.04. Through the use
of the Secure Shell (SSH) protocol and the Command Line Interface (CLI) approach, the router
devices will be able to be automatically configured from the network automation server. This will
be accomplished through the use of remote access to the device. Developing a system for network
automation through the use of the Python programming language is one way to accomplish this
goal.

As part of this research, a number of different tools and pieces of software are utilized in
order to successfully operate a network automation system. In addition, there is the software
known as VMware Workstation, which serves as a supporter for virtualization; GNS3, which
functions as a network simulator; Linux Ubuntu, which serves as the operating system of the
network automation server; Jupyter notebook, which functions as an application for generating
Python code and the Iperf3 application, which functions as a traffic generator in throughput mode
(Taruk et al., 2018).
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VMware Workstation

A virtual machine (VM) is a separate, self-contained computing environment where several
operating systems can run concurrently on a physical computer by means of a software application
known as a hypervisor. With virtual machines (VMs), users can run multiple operating systems
and apps at once without interfering with one another. Virtual machines (VMs) function by
assigning physical resources, such CPU, memory, and storage, to individual computers and
maintaining total isolation between them. Virtualization software such as VMware Workstation
Pro Virtual Machine enables users to run virtual operating systems on real computers. Any
operating system, including Windows, Linux, and macOS, may be run concurrently on a single
computer. Software for Virtual Machines in this study, VMware Workstation Pro version 17 is
utilized to run the Linux operating system and GNS3 software in order to simulate the operation
of the network automation system.

Simulation Topology

Fig. 2, demonstrates simulated network is divided into IDC1 on the left and IDC2 on the
right data center locations. With simulations connected to external networks and the internet, the
IP address scheme used is a public IP address. IDC1 utilizes the IP address block 124.158.1.0/24,
while IDC2 uses the IP address block 124.158.2.0/24. Each IDC simulation involves the
connection of four routers to four server machines. Within each IDC, there is a router device that
serves as a distribution router. The distribution router is a bridge between the network in the IDC
and the core gateway router device, where the core gateway router will be connected to the
internet. Each IDC 1 and IDC 2 is comprised of five Cisco routers running dynamic OSPF routing
with area 0. Using dynamic external BGP routing towards the IDC router and the internet, one of
the routers serves as a gateway to the external network and the internet. Internet-connected routers
that are tethered to a server on the internet. OSPF routing protocol, used to routing exchange
between routers inside the IDC. Servers side used static routing and pointing the router IP address
as the default gateway. The expected results after configuring this topology are from each server
on IDC1 and IDC2, can ping the server on the internet.

INTERNET

Automation Server { )
124.158.3.100/31 o - f'{‘ 72,
\6@? R11 NN 5,
‘\'L’j'/éet‘;? - b 6 cp 3""30
.~ Y.- COREGW-AS 4795
. Rigg =" f \T\ns .
- v A7/ 221 A @ i - Y AT/ 221 % lj
“R8 ag#N o5 B2 XN : ¥RIA8 59, KR o5 22 X%
; snvz R2 OSPF-\_ -~ R3 snva snvz R7 ° OSPE R8 snvs i
| 124.158.1.2/30 30 26 124.158.1.6/30 : 124.158.2.2/30 30 26 124.158.2.6/30
e (32 32w | w3t 5w |
= = =
SRV4 SRV5 H SRV4 SRV5
124.158.1.10/30124.158.1.14/30 i 124.158.2.10/30124.158.2.14/30
IDC 1 - AS 65501 IDC 2 - AS 65502
124.158.1.0/24 § 124.158.2.0/24

Figure 2. Logical simulation topology

Additionally, the pre-configuration is done in order to enable remote access to the router
device from the network automation server by means of the SSH protocol. The setup that is
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required includes the setting of the username and password, the hostname, the management of 1P
addresses, the activation of the SSH protocol, and the activation of line vty.

GNS3 Network Simulator

Emulated GNS3 connects virtual devices to real and other virtual devices by providing
them with the necessary tools to connect. Features of GNS3 have the potential to considerably
facilitate areas such as utilization, reusability, manageability, interconnection, and dissemination.
As a result, GNS3 will cut down on unnecessary expenses and delays. Using templates and
libraries, users are able to design and configure network nodes with the help of GNS3, which is a
clientless network emulator that has a user interface that is based on a browser. After downloading
the software from the GNS3 website, the GNS3 network simulator may then be installed on your
computer. A representation of the GNS3 network simulation may be seen in Fig 3.

— @@ > THC FmIIlos-eAQME

AuomtionServer
Switchi R12

pc1
fvoc
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~ .

- X K-

Figure 3. Simulation topology with GNS3

Prerequisites are the conditions that must be met in order to participate in concerned with
this research. This system requires a central processing unit (CPU) that is manufactured by Intel
and is compatible with the Intel® brand. The virtualization software that is required is VMware
Workstation 15 or a later version, and the operating system that should be used is either Windows
10 or Windows 11. The hardware and software requirements for a laptop or PC are presented in
the following Table 1.

Table 1. Hardware & Software Requirements

Items Requirements
CPU Intel i5 /17 (4 Logical processors)
RAM Min. 16 Gb
HDD Space Min. 40 Gb
Network LAN /WLAN
Operating System Windows 10 or 11
Virtualization Min. VMware Workstation
Software Version 15
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Figure 4. Flow chart for automation process

Fig. 4 illustrates the complete process of testing simulation which includes the automation
phase. Through the use of the Secure Shell (SSH) protocol and the establishment of a connection
to the particular IP address that has been allocated to the device, the automation server will create
aremote connection to the targeted device. After that, the system will begin the process of logging
in by establishing the settings for the username and password that have been specified. In the
following step, the server will proceed to input configuration commands by utilizing the
Command Line Interface (CLI) of the device. The results of the configuration that were received
will be subjected to a verification procedure in order to determine whether or not the device
configuration was accurate and to locate any potential errors in the direction of the configuration
commands. As soon as the verification procedure of the configuration command has been finished
without any errors, the configuration that is now being used on the device will be stored. After
then, the process of configuring the gadget has been completed in its entirety.

Users' perceptions of delay values, which are regarded to be an important factor, have a
significant impact on the evaluation of the quality of the network service (Tolly, 2021). Relatively
significant changes in the delay value from the beginning to the end can be detrimental to the
effectiveness of communication attempts. In order to guarantee the maintenance of high-quality
real-time traffic, the International Telecommunication Union (ITU) G.114 standard recommends
that the maximum allowable end-to-end delay in one direction should not exceed 150
milliseconds (ms) (Taruk et al., 2018). Table 2 shows the ITU-T G.114 for delay standard.

Table 2. ITU-T G.114 Delay Standard

Category Value
Good 0-150 ms
Medium 150 — 400 ms
Poor > 400 ms

The packet loss is an important aspect that should be considered when evaluating the
performance of a service since it has an effect on a wide variety of applications. When the rate of
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packet loss exceeds a particular threshold, the performance of the system is greatly impacted, and
even when the threshold is at its highest, the system may become completely unusable. Issues
such as congestion and packet loss have a negative impact on the routing of packets and their
effective delivery to the intended destinations (Oleiwi et al., 2022). Table 3 shows the ITU-T
G.114 for packet loss standard.

Table 3. ITU-T G.114 Delay Standard

Category Value
Very Good 0%
Good 3%
Medium 15%
Poor 25%

The Ping application is initiated from the network automation server in order to carry out
measurements of delay and packet loss. During the Ping test, a total of 100 packets are
continuously transmitted over a span of approximately 1 minutes and 40 seconds to selected pair
of servers inside the GNS3 simulated topology. Every Ping packet consists of a 64-byte Internet
Control Message Protocol (ICMP) echo, which is transmitted at regular intervals of one second.
This study focuses on the measurement of the mean delay and percent of packet loss seen in the
final Ping test. The measurement of throughput was conducted by transmitting synthetic network
traffic, which was generated using the Iperf3 application, from the network automation server to
two representative servers inside the GNS3 simulation architecture together with the ping test.
The server responsible for network automation will function as the primary server, while the
remaining two servers will operate as clients. The test employs TCP packets, with a test length of
around 100 seconds. The evaluation of network performance occurs during four specific time
periods throughout the day: late night (00:00 to 06:00), early morning (06:00 to 12:00), late
afternoon (12:00 to 18:00), and early evening (18:00 to 24:00).

Throughput, a quantitative measure of bandwidth at a specific moment and under specific
network conditions, represents the efficiency of data transfer. Throughput is a measure of the
amount of data that can be transmitted over a network during a given time period, and it is directly
related to the capacity needed to transfer a file of a specific size. The system throughput is the
aggregate data transfer rate over the whole network terminal (Taruk et al., 2018). Table 4 shows
the ITU-T G.114 for throughput standard.

Table 4. ITU-T G.114 Throughput Standard

Category Value
Very Good 100%
Good 75%
Medium 50%
Poor 25%

Throughput testing at network of the e-commerce company for study case, requires a
reference value to measure throughput in network simulations using the GNS3 simulator. The
reference value is based on the production network traffic utilization currently running at the site.
The data is taken from the NMS server within a month, with the maximum traffic utilization value
taken at four times. Based on the average value of the traffic, the percentage of traffic utilization
to network capacity that can be used as a reference for throughput testing, namely at 00.00 - 06.00
is 25%, at 06.00 - 12.00 is 27%, at 12.00 - 18.00 is 32% and at 18.00 - 24.00 is 36%.

The GNS3 application, which functions as a network simulator, has restrictions when it
comes to conducting throughput testing. The utilized maximum throughput does not align with
the capacity of the router interface employed for simulation testing. Iperf3 utilizes a client-server
framework to gauge the highest throughput of User Datagram Protocol, TCP, and Stream Control
Transmission Protocol between client and server stations (Tolly, 2021). Iperf3 is intended to
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measure the maximum achievable bandwidth on Internet Protocol-based networks (Kope¢, 2022).
The author performed throughput testing by utilizing the Iperf3 tool to assess the highest possible
capacity of the GNS3 simulator network. This was done by employing a network automation
server and one sample server behind R1 router on the topology. The author discovered that Iperf3
does not impose any restrictions on bandwidth when it comes to achieving maximum throughput.
The average throughput number obtained from these tests reflects the highest network capacity
that can be achieved using the GNS3 simulator. According to the test results, the highest possible
network capacity of the GNS3 simulator we utilize is 12.9 Mbps. This figure will serve as the
benchmark for conducting throughput testing on the GNS3 network simulation.

Result and Discussion

The Cisco devices were setup to conduct a comparative analysis between manual and
automated operations, specifically focusing on the time required for execution and the Quality of
Service (QoS) metrics such as delay, packet loss, and throughput. A total of 11 Cisco devices
were configured by three different methods: manual configuration, serial automatic configuration,
and multi-thread automatic configuration, facilitated by a Python script software. This approach
is implemented to ensure that the outcomes accurately represent the environmental and network
conditions inside an authentic organizational setting. The measurement of time commences upon
initiating the SSH login process to the initial Cisco device and concludes at the completion of
configuring the final Cisco device. The approach is effectively employed for the manual
configuration process. The automatic configuration process, whether serial or parallel, involves
the recording of the configuration process time through the implementation of a Python program.

Manual Configuration

The manual technique necessitates first gaining remote access to the device in order to
make advantage of the SSH protocol. Then, configure the router device by manually inputting
instructions directly by copying and pasting the text editor application into the Linux terminal
program that is linked to the device. This will begin the configuration process. Utilizing the
stopwatch feature of a computer, the duration is calculated by determining the amount of time
that has passed between the beginning and the conclusion of the setup. Fig. 5 shows the time
calculation and manual device configuration process.

| @ Ubuntu 2208 64-bit - VMware Works -0 %
Fle €6t Viw VM Tbs Hep | || v @ | O @ mBd B 3a-
Library x

3

Home 2 My Computer |V + Ubuntu 22.04 64-bit Ubuntu 645t

S o322

nnnnnnnnnnnnnnnnn

00:04:47 53
hr  min sec

2.0 mask 255.255.
158.3.0 mask 255.255.

Mn@n@sf[

158.1.0 255.255.255

-~

Figure 5. Manual configuration process

Two hundred and forty-two seconds, which is equivalent to four minutes, was the total
amount of time that was necessary for the configuration of Cisco equipment. Using these
statistics, it was determined that the average amount of time required to configure a single piece

of Cisco equipment was 22.6 seconds. The time necessary for manual configuration was presented
in Table 5.

3622 Syntax Literate, Vol. 9, No. 6, Juni 2024



Application of The Multi-Threading Method and Python Script for The Network Automation

Table S. Duration of manual configuration

Process Time Duration (second)
Router 1-11 248.20
Average per router 22.56

Serial Automation

A sequential procedure was carried out with the assistance of automation, and it was carried
out in accordance with a topology that had been specified beforehand. 66.65 seconds was the total
length of time that included the entirety of the procedure, beginning with its beginning and ending
with its conclusion. Because of this, it was found that the typical amount of time required to
configure a single piece of Cisco hardware was just 6.06 of a second. The configuration operations
on several router devices were carried out in a sequential manner by the Python script programme.
The programme would finish the configuration on one device before moving on to the next
gadget. This procedure was carried out several times until a total of eleven routers had been
correctly configured. Table 6 presented comprehensive data regarding the procedure for
documenting the commencement time, conclusion time, and duration of every router device
configuration.

Table 6. Duration of serial automation

Process Time Duration (second)
Router 1-11 66.65
Average per router 6.06

Multi-thread automation

In order to carry out the configuration process in parallel, the multi-thread automation
method that is commonly referred to as the parallel process approach required the utilization of a
Python script programme. Due to the fact that this technique makes use of the Threading library,
it was necessary to carry out the configuration process concurrently on all of the routers that were
contained inside the specified setup. Therefore, the Python script required a time period of just
41.20 seconds, which was less than one minute, in order to set up a total of eleven Cisco routers.
Using these statistics, it was determined that the average amount of time required to configure a
single piece of Cisco equipment was 3.75 seconds. The findings of the parallel automated
experiment were presented in Table 7.

Table 7. Duration of multi-thread automation

Process Time Duration (second)
Router 1-11 41.20
Average per router 3.75

Comparison of Manual and Automatic Results

The utilization of automation strategies, more especially the utilization of a multi-thread
process using a Python programmed, came about as a consequence of a large reduction in the
amount of time that was required for the configuration of eleven Cisco devices. A time savings
of 207 seconds was achieved through the utilization of this technique, which can be regarded as
a small 17% reduction in comparison to the amount of time required for the manual setup of the
devices. Fig. 6 illustrated the comparison of the time required to configure 11 Cisco devices
among the manual approach, serial automation, and parallel automation.
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Time Duration Comparison
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Figure 6. Time Duration Comparison

In accordance with Cisco's definition, a network of medium size is distinguished by its
capability to provide services for a number of devices ranging from 200 to 1,000 (Academy,
2014). Therefore, in the case of a network of moderate size consisting of one thousand devices,
the process of manually configuring all of the devices takes roughly three hundred and seventy-
six minutes, which is equivalent to a period of six and a half hours. Alternately, the target might
be completed by the use of multi-thread automation, which would result in a time period of 62.4
minutes, which is nearly equivalent to 1.04 hours. As a consequence, the installation of
automation might have led to a reduction of 5.23 man-hours, which is comparable to an 83%
decrease in the amount of time spent.

Modern IT infrastructure management relies on network automation to boost efficiency
and effectiveness. These procedures are usually faster and more successful depending on how
they are executed. Sequential network automation processes can take a long time, especially in
complicated network systems. A proposed switch to multi-thread processing is advised to
overcome this issue and speed up implementation. In this case, Python script change is crucial.
Network engineers can utilise threading libraries like the popular one to turn automated operations
into multi-threaded activities. This method allows splitting jobs onto many threads, making
concurrent execution easier and allowing automation operations to be handled simultaneously.
Because of this, network administrators may boost velocity and efficacy, which can reduce the
time needed to perform key network management tasks. This ensures that network automation
meets current [T environments' changing needs.

Quuality of Service (QoS) Measurements

This study investigated the assessment of delay and evaluation of data transfer capacity in
the context of network automation. The assessment of delay was conducted using the Ping
application from Linux terminal. Ping was sent from the automation server to the personal
computers located in IDC1 and IDC2. Fig. 7 shows ping result during testing.
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Figure 7. Ping result during testing

Based on the results of testing using the GNS3 simulator, the average test delay results
show a negligible difference of less than 1 millisecond. This indicates that there is no major
distinction between the manual, serial, and multi-thread techniques. The test results from two test
servers, using three methodologies and four distinct testing times, consistently show a latency of
less than 50 milli second. Although the results of packet loss tests are nearly same, there is a slight
variance in the average packet loss, which is less than 1 percent. The average packet loss findings
of the three approaches at four different periods range from 0.71% to 1.43%. This indicates that
among 100 Ping tests, the number of request time out results on the ICMP packet transmitted is
fewer than 2. Table 8 displays the outcomes of the experiments conducted to measure delay and
packet loss.

Table 8. Delay and Packet loss measurements

. Server IP Delay (milli second) : Packet Loss (%) :
Time Address Manual  Serial Multi- Manual  Serial Multi-
Thread Thread
00:00- 124.158.1.2 48,69 47,39 47,22 0,71 1,09 1,00
06:00 124.158.2.2 47,66 47,01 47,07 0,83 1,03 0,80
06:00 - 124.158.1.2 48,14 48,55 47,68 1,00 0,94 1,23
12:00 124.158.2.2 4823 48,58 48,93 0,91 0,97 1,00
12:00 - 124.158.1.2 49,98 49,53 47,00 1,31 1,43 0,77
18:00 124.158.2.2 49,65 49,90 48,61 1,26 1,29 1,03
18:00 - 124.158.1.2 49,88 49,73 49,34 1,43 1,23 1,34
24:00 124.158.2.2 49,82 49,96 49,76 1,43 1,40 1,40

Based on the requirements set by ITU-T G.114 regarding delay and packet loss, it may be
inferred that the test delay findings are classified as "good." This means that the average delay
recorded is less than 150 milli second. Regarding the results of the packet loss test, it falls under
the good category as the average packet loss is below 3%.

The Iperf3 traffic generator program was employed in throughput testing to transmit TCP
packets from the network automation server to two sample servers within the GNS3 simulation
architecture in IDC1 and IDC2. Fig. 8 illustrated the throughput test result using Iperf3
application.
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Figure 8. Throughput test result using Iperf3

According to the measurements, the manual, serial, and multi-threaded methods all produced
the same throughput test results at four different times categories. Specifically, the throughput
was 3.2 Mbps from 00:00 to 06:00, 3.5 Mbps from 06:00 to 12:00, 4.1 Mbps from 12:00 to 18:00,
and 4.6 Mbps from 18:00 to 24:00. This demonstrates that while the GNS3 simulator has
constraints on its maximum traffic capacity, it does not align with the interface on the router
device. However, GNS3 can direct traffic depending on the percentage of use, as per the
references from the production network at e-commerce company. The experimental results for
measuring throughput of each configuration approach utilized were presented in Table 9.

Table 9. Throughput Measurement

Throughput Test
Time Server IP Manual Serial Multi-Thread
Address Reference Result Reference Result Reference Result
(Mbps) (Mbps) (Mbps) (Mbps) (Mbps) (Mbps)
00:00- 124.158.1.2 3,2 3,2 3,2 3,2 3,2 3,2
06:00 124.158.2.2 3,2 3,2 3,2 3,2 3,2 3,2
06:00 - 124.158.1.2 3,5 3,5 3,5 3,5 3,5 3,5
12:00 124.158.2.2 3,5 3,5 3,5 3,5 3,5 3,5
12:00 - 124.158.1.2 4,1 4,1 4,1 4,1 4.1 4,1
18:00 124.158.2.2 4,1 4,1 4,1 4,1 4.1 4,1
18:00 - 124.158.1.2 4,6 4.6 4.6 4.6 4.6 4,6
24:00 124.158.2.2 4,6 4.6 4.6 4.6 4.6 4,6

On the basis of the delay and packet loss standards established by ITU G.114, we are able
to draw the conclusion that the throughput test results are in the good category. This is because
the throughput generated reaches 100 percent of the traffic that was transmitted by the Iperf3
server at four different test times.

The data obtained from tests measuring delay, packet loss and throughput in network
configuration have shown several aspects that necessitate additional comprehension. Despite the
absence of statistically significant disparities in characteristics such as delay, packet loss, and
throughput among manual, serial automated, and multi-thread automated configuration
approaches, it is crucial to acknowledge that these findings may have relevance within a particular
experimental context based on the topology and network simulator employed, but their direct
applicability to all network scenarios may be limited. Hence, it is imperative to conduct additional
research and undertake a comprehensive analysis in order to comprehend the ramifications of
these discoveries on wider network construction methodologies.

These tests offer intriguing first findings on network configuration and Quality of Service
(QoS). However, there remain some elements that warrant further investigation. To arrive at more
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thorough results, it may be imperative to get a deeper comprehension of the various aspects that
influence Quality of Service (QoS) and their potential interactions with network configuration.
Additionally, it may contribute to the advancement of optimal network management and
optimization strategies, particularly in intricate and high-capacity network environments.

Conclusion

First and foremost, the purpose of this investigation is to identify the most efficient
approach to enhancing the effectiveness of script programming in the process of configuring
network devices. In addition, the purpose of the research is to ascertain the amount of time that is
necessary for the setup of network devices by employing three different automation methods: the
manual method, the serial automation method, and the multi-thread automation method. In order
to design the topology of the network, a total of eleven Cisco router devices were utilised in
combination with the GNS3 network simulator. For the purpose of facilitating the actual
application of automation, the topology was constructed in an appropriate manner. The particular
objective was to reduce the amount of time required for Cisco devices to be configured and to
reduce the number of errors that occurred. As a result of the findings of the studys, it is clear that
the use of the multi-thread strategy for the purpose of automating the configuration of network
devices results in a considerable improvement in the effectiveness of the script, particularly with
regard to the speed, when compared to the manual method. As a result of this performance, it is
clear that automation is an effective method for configuring network equipment. Automation has
the ability to cut the amount of time needed for setup by as much as 83 percent. When it comes
to the results of speed calculations, the parallel automation strategy demonstrates a sixfold gain
in efficiency in comparison to the manual method, and a one-and-a-half-fold rise in comparison
to the serial automation method. Furthermore, it has been discovered that there is no statistically
significant difference in the outcomes of testing packet loss, delay, and throughput with manual
configuration, serial automation, and multi-thread automation. This is the conclusion that can be
drawn from the findings. Incorporating network automation techniques for the aim of widening
the scope of network setup with the intention of enhancing future research endeavors is a
recommendation that should be taken into consideration.
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